Install Certificate in Client PC:

Navigate to Network>Interfaces>LAN(port3) double click under the Administrative Access
enable HTTPS and HTTP click OK.

Network
Name [ _LAN (port3)
Interfaces
Alias LAN
DNS
Type M Physical Interface
Packet Captur
acket Capture VREID @ 0
AR Role ®  LAN -
Static Routes
Policy Routes Address
RIP Addressing mode m DHCP | Auto-managed by IPAM
OSPF IP/Netmask 10.0.1.254/255.255.255.0
BGP Create address object matching subnet (B
Routing Objects Secondary IP address @ ]

Multicast
Administrative Access

Policy & Objects

Security Profiles 1Pv4 ‘ HTTPS HTTP © PING
FMG-Access (0 ssH (J SNMP

. OF™M () RADIUS Accountin [ Security Fabric

User & Authentication & Connection €&

() Speed Test

Now access the HQ-FW with LAN IP Address: https://10.0.1.254 from inside PC.

< c © Notsecure Rips://10.0.1.254/login?redir=%2F

admin
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Navigate to Security Profiles>SSL/SSH Inspection double click on deep-inspection.

DNS Filter

# Edit | Tm Clone
Application Control
Intrusion Prevention Name =
File Filter = certificate-inspection a
5S5L/SSH Inspection w custom-deep-inspection
Application deep-inspection =
Signatures

no-inspection =

IPS Signatures

#® Dashboard Edit 55L/55H Inspection Profile
Network
e Name deep-inspection
, Policy & Objects
Comments

b Security Profi |es_"'| profile.

“AntiVirus

Web Filter SSL Inspection Options

Video Filter Enable SSL inspection of

DNS Filter
Application Control Inspection method
Intrusion Preventi

ntrusion Prevention CA certificate
File Filter

[___SSUSSH Inspectl'on___] w Blocked certificates €

Now, Fortinet Certificate is downloaded to local PC.
A ARY|

File Home Share WView

+ | Downloads

&« v P ; > ThisPC » Downloads
Mame
7 Quick access
[ Desktop
; Downloads b
@ Documents E

5] Fortinet_CA_SSL.cer
|:] KMS_Tools_Portable_15.12.2018.7z

Read Only <

Customizable deep inspection pro...
Read-only deep inspection profile.

Read-only profile that does no insp...

Read-only deep inspection

4 34/255

Multiple Clients Connecting to Multiple Servers

Protecting SSL Server
S5L Certificate Inspection

Full SSL Inspection

59 Fortinet_CA_SSL -
— >
Allow L6
= O *
@
w0 Search Downloads yel
Date modified Type Size

Security Certificate
7Z File 42,
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Double click on certificate it will Certificate Windows Click on Install Certificate...
n  Certificate X

General Details  Certification Path

L= ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» All issuance palices
» All application policies

Issued to: FGVMO1TM23005901

Issued by: FGYMOITMZ23005301

valid from 12/21/2023 to 12/21/2033

Install Certificate...| | Issuer Statement

Select Local Macine and click Next to cotinue.
Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
() Current User

(®) Local Machine

To continue, dick Next.

(Ot ||| Concel
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Select Place all certificate in the following store and choose Trusted Root Certification
Authorities click Next.

€ &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

(® Place all certificates in the following store

Certificate store:
|| Trusted Root Certification Authorities ‘ Browse....

I Next ! Cancel

Just click Finish button to end Certificate installation.
& &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:
(o g i S = s Ly =g Trusted Root Certification Authorities
Content Certificate

4 | P age Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717



mailto:ahmadalimsc@gmail.com

On the web browser (Mozilla Firefox) by going to Tools > Options. Go to Privacy & Security>
Certificates > View Certificates.

" File Edit View History B

« [ e

# Options x Downloads Ctrl+]
Add-ons  Ctrl+Shift+A
<« c ‘@‘ Sign In To Firefox...

'ﬁ' General
Q Home
Q Search

Web Developer
Page Info

I Options I 2

erences#privacy

~ | BlIOCK dangerous downloads

/| Warn you about unwanted and uncommon software

Certificates

ﬂ Privacy & Security | 3

9 Sync

certificates

®  Extensions & Themes

Under Authorities >

Your Certificate

click Import.

When a server requests your personal certificate

Certificate Manager

s People

Servers

1
Authorities

You have certificates on file that identify these certificate authorities

Certificate Mame

« AC Camerfirma

S.A,

Chambers of Commerce Root - 2008

Global Chambersign Root - 2008

~ AC Camerfirma SA CIF AB2743287

Camerfirma Chambers of Commerce Ro..

Camerfirma Global Chambersign Root

Import...

2

Security Device

Builtin Object Token

Builtin Object Token

Builtin Object Token

Builtin Object Token

2 Find in Qptions

Select one automatically
® Ask you every time 4
7 Query OCSP responder servers to confirm the current validity of View Certificates...

Security Devices...

P

L3

m

oK
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Check Trust this CA to identify websites & Trust this CA to identify email users and Click OK.
P LY -] i BRA x

Downloading Certificate X

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “testlocal” for the following purposes? E

Yo Trust this CA to identify websites.

Trust this CA to identify email users.

B
)
™ Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).
View Examine CA certificate
OK [l Cancel
XRamp Global CA Root Builtin Object Token v
View... Edit Trust... Import... Export... Delete or Distrust...

ﬂ/

Let’s verify the certificate is properly imported to Mozilla Browser.

Certificate Manager X

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device i
~ Fortinet ~
FGVMO1TM23005501 Software Security Device

v GeoTrust Inc.
GeoTrust Global CA Builtin Object Token

GeoTrust Universal CA Builtin Object Token
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